
he amorphous nature of cloud
computing can make IT pros
charged with protecting their
organizations’ data feel like
they’re trying to rope the
wind. While privacy and secu-

rity top the list of governance woes
cited by the business technology pro-
fessionals we spoke with, availability,

performance management, accessibil-
ity, auditing, and monitoring are far
from nonissues, especially for those
subject to restrictive regulations such
as Payment Card Industry standards or
the Health Insurance Portability and
Accountability Act. 

“Cloud computing, in my opinion,
would cause too great a reliance on

having Internet connections, plus ex-
pose company information to compro-
mise or theft,” says one respondent to
our September InformationWeek Analyt-
ics cloud computing survey. “From a
PCI compliance point of view, it would
be a nightmare.”

Still, the pluses—scaling applications
quickly and seamlessly while shedding
capital and operating expenses associ-
ated with maintaining servers—are at-
tractive enough that this model will
continue to gain popularity with busi-
ness leaders. And cloud computing
proponents, including the big vendors
vying for shares of this lucrative mar-
ket, are masters of accentuating the
positives while downplaying potential
negatives, like outages and governance
challenges. 

So how can infosec pros reconcile
their need for governance with busi-
ness leaders’ directives to bring capital

A perfect storm is coming, one that pits security
groups against business leaders desperate 
to contain costs. Can we find a middle ground?
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and ongoing costs under control? Our
advice: CIOs must sit security groups
down at a table with legal counsel and
data owners to hash out issues. Having
these hard discussions up front is the
only way to counter skepticism, like
that expressed in our poll, where just
18% of the 456 business technology
professionals surveyed said they were
using cloud services, compared with
34% who have no interest. More than
half said they are very concerned
about security, with performance, con-
trol, and concerns over vendor lock-
in and support rounding out the top
five worries.

We’ve heard this refrain before for
software as a service. If you don’t con-
trol your data—or, in some cases, even
know where in the world it’s resid-
ing—you can’t govern it, and you
surely can’t promise an auditor that it’s
protected from unauthorized access.
But even more than SaaS, cloud com-
puting, by its distributed nature, raises
issues regarding privacy rights and reg-
ulatory compliance. This is true
whether you subscribe to the infra-
structure model of cloud computing,
where you lease resources on a me-
tered basis, as with Amazon.com’s
Elastic Cloud Compute (EC2) and Mi-
crosoft’s Azure, or an application plat-
form model, where application services
in the cloud are populated with your
data, as with Salesforce.com or People-
Soft. Governance issues, such as data
management and regulatory compli-
ance, are still very much in limbo. The
courts and industry groups will even-
tually help develop guidelines, but for
now, we’re on our own.

Control Freaks
In a co-location scenario, where a

company leases rack space, power, and
network connectivity, IT is free to in-
sert whatever equipment it wants. The
co-location vendor should have au-
ditable controls governing physical ac-
cess to your hardware, mitigating the
risk of someone stealing data locally.

In an infrastructure cloud environ-
ment, the situation is radically differ-
ent. Your data and processing power
can get moved at will from location to
location, possibly with varying levels
of physical access controls. The under-
lying virtualization systems of some in-
frastructure cloud providers may not
yet be capable of providing strong as-
surances that virtual machines sharing
a hypervisor are in fact separated and
immune from attack. Cloud provid-
ers—in particular, the infrastructure
variety—tend to be opaque computing
services offering little visibility into
their underlying architectures and
technologies. You can’t audit what you
can’t see, and this is a deal killer in
many regulated industries. 

On the flip side, Christopher Hoff,
chief security architect with Unisys,
points out that startup SaaS vendors
that would once have had to build
their own data centers now use infra-
structure cloud services, such as Ama-
zon Web Services, to provide not only
the underlying core computing re-
sources, but also value-add security

features like denial-of-service defenses,
port scan monitoring, basic firewalling,
and multitenant separation, which is
more than what a typical startup SaaS
vendor would provide on its own.

When Outsourcers Outsource
To make matters more complicated,

all types of service providers may now
off-load processing to the cloud, some-
times unbeknownst to the data owners.

“Governance is about where data
lives and how it’s classified,” says John
Pironti, president of IT consulting firm
IP Architects. “Outsourcing companies
are themselves outsourcing their pro-
cessing. Now you have to worry about
where your data ends up.”

Pironti cites a company he consulted
with that outsources data processing to
a vendor in India. The company went
through a due-diligence process to en-
sure that the outsourcer met security
standards. However, the Indian out-
sourcing vendor in turn outsourced
processing to a partner in China.
Pironti’s client didn’t discover that its
data had migrated to China until a rou-
tine audit detected network connec-
tions to the Chinese company. The In-
dian company stated it was doing what
the original customer was doing—out-
sourcing processing to save costs.

Does this mean laws regarding data
ownership and responsibility that bind
the original host service no longer ap-
ply? Depending on whom you ask,
you’ll get very different answers. Pironti
points out that any company that’s out-
sourced data processing has encoun-
tered similar governance issues, and the
same rules apply: Whether you’re out-
sourcing to an ISP, a SaaS provider, or a
cloud provider, ensure that clear defi-
nitions and responsibilities are defined
in the contract governing privacy and
security requirements. For this, you

1. Define Your Governance Needs
Are they internal, external, legal? List the
requirements and how they’re satisfied.
2. Classify Your Data Before you can
determine what data you can safely put in
the cloud, you first have to classify and
label it according to sensitivity and type.
3. Choose Wisely Identify cloud ven-
dors that can satisfy your processing and
governance needs. Direct business leaders
to walk away from the rest, no matter how
attractive pricing is.
4. Set Limits Define what the service
provider can do with your data. Prohibiting
the outsourcing of processing to a third
party without your consent is basic.
5. Put Rules In Writing Publish poli-
cies and procedures stating which cloud
vendors can receive which types of data.
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need help from legal counsel because
privacy laws are wildly inconsistent
from country to country, and even state
to state in the United States.

The type of data in a cloud service
may have significant regulatory and le-
gal ramifications, says Carolyn Lawson,
CIO for the California Public Utilities
Commission. She points to a 9th Cir-
cuit Court of Appeals ruling stating
that, under the Stored Communica-
tions Privacy Act, providers of hosted
e-mail/SMS services may not turn over
messages to the company that’s paying
for the service without a warrant. In
other words, if you contract with a
cloud provider to manage your em-
ployees’ e-mail, that provider may not
supply you with copies of messages on
demand, even though you’re footing
the bill. This could throw a serious
wrench into e-discovery or internal in-
vestigations.

Stuart Charlton, chief software archi-
tect with cloud startup Elastra, further
points out that companies doing busi-
ness within the European Union need
to ensure that EU citizens’ private data
doesn’t reside in countries that have
less stringent laws—like, say, most of
the United States. And because of its

strict privacy laws, Lawson says, before
California governmental organizations
consider cloud computing, they must
make sure that private data remains
within state borders or, after conferring
with lawyers, that hosting data in other
states or countries is acceptable.

Clouds Without Borders
Think outsourcing data—much less

using a service like Amazon’s EC2 or
Microsoft’s Azure—is out of the ques-
tion for security reasons? Like the com-
pany that saw its data head to China,
you may end up an inadvertent cus-
tomer anyway. 

Elastra, for example, is a management
vendor for cloud computing. One of its
reference customers is Christian James,
which offers retail point-of-sale apps on
a SaaS basis. The offering, called PayGo
SaaS, may be hosted on your servers or
in Amazon’s EC2 cloud and uses a

credit card processor, Authorize.Net, to
process credit purchases. That’s three
separate entities that may or may not
have an impact on your overall Payment
Card Industry compliance. Representa-
tives from Christian James say the com-
pany takes measures to ensure that its
software is PCI compliant, but they’re
unsure about the processes when the
application is hosted with Amazon EC2.

MedCommons, which makes soft-
ware for storing and managing patient
health data, has a similar issue. Med-
Commons sells its software directly
and as an Amazon EC2-based SaaS of-
fering. Adrian Gropper, chief science
officer for the company, points out
that, as part of its SaaS licensing, cus-
tomers must sign on to Amazon’s user
agreement as well as MedCommons’.

Call in the lawyers now, because
whether you’re subject to PCI or
HIPAA or both, you need to ask de-
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tailed questions about where and how
data is stored and who’s responsible for
it. And the answers have to be ad-
dressed in your contract. 

Don’t bother looking to state or fed-
eral government entities or industry
groups for help just yet. They’re sim-
ply not moving fast enough to keep up
with the pace of technology.

Troy Leach, technical director of the
PCI Security Standards Council, ex-
plains the council’s position: “The
council tries to maintain a technology-
neutral approach and address specifi-
cally the risk associated with the card-
holder data environment. [We] are
currently evaluating whether the cur-
rent requirements of version 1.2 of the
PCI Data Security Standard mitigate
emerging threats and vulnerabilities re-
lated to virtual components. The coun-
cil hopes to provide clarity on the topic
in the upcoming year.”

Thanks a lot. 

Caveat Emptor
Governance encompasses more than

location awareness. Availability, acces-
sibility, auditing, and monitoring are
also key. Millions of Salesforce cus-
tomers suffered a 38-minute outage in
early January, and users of Amazon’s
Web services also saw downtime in
2008. The lesson: Pay careful attention

to the service provider’s service-level
agreement. Anything less than 99.9%,
translating to about 8.75 hours of
downtime per year, is unacceptable in
most cases. Be sure you understand ex-
clusions as well. For example, SLA
claims usually are limited to the equip-
ment and services under the provider’s
control and exclude problems like In-
ternet disruptions.

IT often must assert that regulated

or sensitive data is properly protected
and that access is audited. This is
where compliance gets murky; some-
one has to be responsible for data pro-
tection, yet agreements for services
l ike Amazon EC2 and Microsoft
Azure are clear—these companies
aren’t going to be held liable for data
loss or fines or other legal penalties
suffered while using their services.
Now, both vendors offer guidance on
using their cloud platforms in a se-
cure manner, and, in fact, depending
on your situation, data may be better

protected in their cloud than in your
own facility.

But the fact is, these companies of-
fer shared computing services, while
regulations—including PCI—generally
mandate that IT prove its systems are
securely managed, and in some cases,
require an independent audit demon-
strating that fact. Unless yours is a big
contract, good luck getting your audi-
tor into either Amazon’s or Microsoft’s

data centers to perform an inspection.
You’ll often have better luck with

smaller providers. For example, Zoho,
which offers productivity and other ap-
plications in the cloud, has undergone
external audits at customers’ requests,
and at the customers’ expense.  

Note that a service provider’s SAS-
70 audit is not a sufficient replacement
for an independent review. For
starters, you generally won’t have the
opportunity to review the auditor’s full
report, which details very sensitive in-
formation, like the architecture and
service provider’s controls. You’ll see
only the statement of opinion, which
is a summation of the auditor’s judg-
ment as to whether the provider’s con-
trols satisfy its goals. Further, SAS-70
audits are typically applied only to a
subset of the service provider’s IT sys-
tems, so the statement of opinion may
not even cover all relevant portions of
the operation. 

Until a legal framework on adequate
controls in cloud environments is
worked out through legislation, regula-
tion, or court cases, IT is left trying to
get its arms around a cloud. 

Write to Mike Fratto at 
mfratto@techweb.com.

Data: InformationWeek Analytics Cloud Computing Survey of 172 business technology professionals
considering or using cloud services

CLOUD-RELATED ISSUES THAT HAVE
IT PROS CONCERNED
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If you don’t control your data, you
can’t govern it, and you surely can’t
promise an auditor that it’s protected.


